
JD – Chief Information Security Officer (CISO)  

Grade: NITS – 01 No of Posts: 01 
Appointment Details 

Type: Contractual Method: Open Merit 

Age: Maximum 60 years on the last date of application Reports to: Chief Executive Officer (CEO) 

Job Responsibilities: 

▪ Create standards and establish a mechanism to ensure the standards adopted in Federal Govt and their adoption is measured 

by creating Governance n Cyber Security models. 

▪ Ensure compliance with applicable laws, regulations, and cybersecurity frameworks. 

▪ Identify, assess, and manage information security and cyber risks across the organization. 

▪ Oversee security architecture, tools, and technologies to protect digital assets. 

▪ Lead incident response, cyber crisis management, and breach investigation activities. 

▪ Manage and monitor Security Operations Center (SOC) functions and performance. 

▪ Implement data protection, privacy, and information classification controls. 

▪ Ensure business continuity, disaster recovery, and cyber resilience planning. 

▪ Conduct regular security assessments, audits, and penetration testing. 

▪ Oversee third-party and vendor security risk management programs. 

▪ Promote security awareness and training programs for all employees. 

▪ Advise senior management and the Board on cybersecurity posture and risks. 

▪ Align information security initiatives with organizational and digital transformation goals. 

▪ Manage information security budgets, resources, and contracts effectively. 

▪ Stay updated on emerging cyber threats, vulnerabilities, and industry best practices. 

▪ Collaborate with IT, legal, HR, and compliance teams on security matters. 

▪ Define and track key security metrics and performance indicators. 

▪ Ensure secure adoption of cloud, emerging technologies, and digital platforms. 

▪ Lead, mentor, and develop the information security team. 

▪ Promote a culture of security awareness across the organization.  

▪ Assist / support CEO in achieving overall organizational goals.  

▪ Provide technology to the CEO for effective decision making. 

Education & Experience: 

▪ Master's Degree from HEC recognized universities in any of the following discipline; Computer Science, Information 

Technology, Cybersecurity, Information Security, Computer Engineering. 

  

▪ Applicants holding professional certifications such as; CISSP (Certified Information Systems Security Professional), CISM 

(Certified Information Security Manager), CISA (Certified Information Systems Auditor), CCISO (Certified Chief 

Information Security Officer), CEH (Certified Ethical Hacker), ISO/IEC 27001 Lead Auditor / Implementer will be 

preferred. 

 

▪ A minimum of 15 years of experience including at-least 5 years of leadership experience.  

Job Requirements (Skill, etc.) 

▪ Extensive experience in information security management, cybersecurity governance, and risk management. 

▪ Proven leadership in developing and implementing enterprise-wide information security strategies. 

▪ Strong expertise in ISO 27001, NIST, COBIT, and other international security frameworks. 

▪ Hands-on experience with security architecture, network security, and cloud security controls. 

▪ Demonstrated capability in managing Security Operations Centers (SOC) and incident response teams. 

▪ In-depth knowledge of data protection, privacy laws, and regulatory compliance requirements. 

▪ Experience in cyber risk assessment, vulnerability management, and penetration testing oversight. 

▪ Strong understanding of business continuity, disaster recovery, and crisis management planning. 

▪ Ability to align security initiatives with organizational goals and digital transformation programs. 

▪ Expertise in third-party risk management and vendor security assessments. 

▪ Proven skills in security awareness, training programs, and building a security-first culture. 

▪ Strong analytical and decision-making skills to respond effectively to cyber threats, and optimizing security investments. 

▪ Excellent communication skills to report security posture to boards and senior leadership. 



 

 


